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[bookmark: _Toc230984823]About this document
This document describes the architecture, security controls, and operational practices of Olyteck Cyber, a Microsoft 365 security posture scanner. It is intended for our sales team to answer questions raised during prospect calls and to complete vendor security questionnaires quickly and accurately, without disclosing sensitive internal configuration.
The answers below are written at a level appropriate for sharing with prospects, procurement teams, and information-security reviewers. When a question is asked that is not covered here, sales should engage the security or engineering team rather than improvising.
	Sensitive information policy
This document deliberately omits server IP addresses, internal hostnames, credential paths, exact key material, sub-processor commercial terms, and identifiers of individual customers. Requests for these details should be escalated.
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[bookmark: _Toc230984825]1. Product overview
[bookmark: _Toc230984826]1.1 What Olyteck Cyber does
Olyteck Cyber is a software-as-a-service (SaaS) cyber posture scanner for Microsoft 365 tenants. It connects to a customer's Microsoft 365 environment through Microsoft Graph and surfaces security misconfigurations, exposure to external sharing, weak identity posture, risky third-party applications, and inactive or over-privileged accounts. Findings are presented in a tenant administrator dashboard, summarised into KPIs, and re-evaluated on a schedule.
[bookmark: _Toc230984827]1.2 In-scope Microsoft 365 services
The product scans the following Microsoft 365 surfaces, with all checks performed read-only against Microsoft Graph:
1. SharePoint Online (including the SharePoint sites that back Microsoft Teams).
1. OneDrive for Business.
1. Microsoft Teams (via the backing SharePoint sites and Teams Graph endpoints).
1. Microsoft Entra ID identity posture: MFA, guest accounts, administrative roles, dormant licensed users.
1. Exchange Online inbox rules (the strongest single indicator of business email compromise).
1. Enterprise applications, service principals, and OAuth consent grants.
1. Conditional Access and sign-in posture.
1. Microsoft 365 Copilot readiness and licence utilisation.
[bookmark: _Toc230984828]1.3 Who the product is for
The product is designed for small and mid-market organisations and for the managed service providers (MSPs) that serve them. A typical customer profile is 20 to 500 Microsoft 365 seats. Larger enterprise tenants are supported on a case-by-case basis.
[bookmark: _Toc230984829]1.4 Deployment model
Olyteck Cyber is a multi-tenant SaaS application. Each customer signs in with their Microsoft work or school identity, grants Microsoft Graph consent to the scanner application, and obtains an isolated tenant record in our platform. There is no on-premise installation, no agent to deploy, and no inbound network connection to the customer's environment.
[bookmark: _Toc230984830]2. Company and vendor information
	Product name
	Olyteck Cyber Security Scanner

	Service URL
	https://cyber.olyteck.com

	Operating entity
	Olyteck (France). Legal entity and registration details are provided in the order form and on the public legal-notice page.

	Country of operation
	France, European Union

	Years in operation
	The Olyteck brand operates the cyber scanner under a multi-year roadmap; the underlying product has been live since 2025. Detailed corporate history can be provided on request.

	Primary contact for security
	support@olyteck.com

	Public security policy URL
	https://cyber.olyteck.com/policy/privacy and /policy/terms


[bookmark: _Toc230984831]3. Application architecture
[bookmark: _Toc230984832]3.1 High-level architecture
The application is delivered as a multi-tenant web application reachable over HTTPS. The web tier authenticates users with Microsoft Entra ID, retrieves data from Microsoft Graph using a separately consented scanner application, evaluates configured checks, and renders findings to the tenant administrator. Background jobs run periodic re-evaluations and queue alert notifications.
[bookmark: _Toc230984833]3.2 Component summary
	Layer
	Role

	Front edge
	Public DNS and edge protection via Cloudflare for the marketing surface; the application surface is served from the EU origin over TLS 1.2 or higher.

	Web server
	Linux server running an industry-standard Nginx and Apache stack with PHP-FPM. Hardened configuration, latest stable PHP, restricted file-system policy.

	Application
	PHP 8.3 application implementing authentication, authorization, the scanning orchestrator, the alerting engine, and the billing integration.

	Database
	Relational database (MariaDB) used for tenant records, user records, configured schedules, summary findings, alert queue state, and audit logs.

	Object storage
	Encrypted object storage in the EU region for backups.

	Identity provider
	Microsoft Entra ID via OAuth 2.0 and OpenID Connect.

	Payment processor
	Stripe (hosted checkout and customer portal).


[bookmark: _Toc230984834]3.3 Multi-tenancy
Every data row in our application database is keyed by a tenant identifier that maps one-to-one to a Microsoft 365 tenant. Application-level access control enforces tenant isolation on every request, and queries are scoped by the authenticated user's tenant. Cross-tenant access by application users is not possible.
[bookmark: _Toc230984835]3.4 Data flow at a high level
1. A tenant administrator signs in using Microsoft Entra ID.
1. On first use the administrator grants admin consent for the Olyteck Cyber Security Scanner application to access Microsoft Graph in their tenant.
1. On demand, or on a schedule, the scanner calls Microsoft Graph to read configuration metadata.
1. Findings are evaluated. Aggregate counts and finding metadata are persisted in our database. Detailed evidence stays in the administrator's browser session by default.
1. Tenant administrators view findings, export reports, configure schedules, and receive alert e-mails.
[bookmark: _Toc230984836]4. Infrastructure and hosting
[bookmark: _Toc230984837]4.1 Hosting provider
Production workloads are hosted in the European Union with a tier-1 European cloud provider operating ISO 27001 and SOC 2 audited data centres. Specific provider details are available under NDA on request.
[bookmark: _Toc230984838]4.2 Data residency
	Primary region
	European Union (France)

	Failover region
	European Union

	Customer data in transit
	TLS 1.2 or higher, modern cipher suites

	Customer data at rest
	Encrypted at rest using industry-standard algorithms (AES-256 or equivalent)

	Backups
	Encrypted, EU region, 30-day rolling window


[bookmark: _Toc230984839]4.3 Network architecture
The application is exposed to the public Internet only on standard HTTPS ports. Administrative panels and database services are not reachable from the public Internet; access to those services is restricted to operator IP ranges and authenticated SSH sessions over a hardened gateway. Outbound network calls from the application are made to a known set of Microsoft, Stripe, and email service endpoints.
[bookmark: _Toc230984840]4.4 Capacity, scaling, and high availability
The platform is sized for the small and mid-market customer base it serves. Vertical and horizontal scaling are available on the underlying cloud provider. Backups, infrastructure-as-code recipes, and runbooks allow the production environment to be rebuilt in a separate region within hours. Specific recovery time and recovery point objectives are agreed contractually where required.
[bookmark: _Toc230984841]5. Identity, authentication, and authorization
[bookmark: _Toc230984842]5.1 End-user authentication
End users authenticate to Olyteck Cyber exclusively through Microsoft Entra ID using OAuth 2.0 with OpenID Connect and the PKCE extension. We never store or see end-user passwords. The Microsoft tenant retains full control over the user's authentication policies, including multi-factor authentication, conditional access, device compliance, and federated identity.
[bookmark: _Toc230984843]5.2 Required Microsoft Graph permissions
Two distinct application registrations are used to keep blast radius small.
[bookmark: _Toc230984844]5.2.1 Sign-in application (delegated)
1. openid
1. profile
1. email
1. offline_access
1. User.Read
These permissions allow a user to sign in and identify themselves. No customer content is accessed under this consent.
[bookmark: _Toc230984845]5.2.2 Scanner application (admin-consented, read-oriented)
The scanner application requests Microsoft Graph application and delegated permissions necessary to read configuration and posture information from the modules listed in section 1.2. The full list of permissions is shown to a tenant administrator on the Microsoft consent screen prior to grant. Permissions are scoped to the minimum needed for each check; write permissions are not requested for default scanning use cases.
[bookmark: _Toc230984846]5.3 Tenant separation
Sign-ins are bound to a Microsoft tenant identifier. Application code enforces that every database read and write is scoped to the caller's tenant. Background jobs operate per tenant and cannot read across tenant boundaries.
[bookmark: _Toc230984847]5.4 Privileged access by Olyteck staff
A small number of named operators have access to production infrastructure for the sole purpose of maintenance and support. Access is granted on the principle of least privilege, gated by SSH key authentication, restricted to operator source IP addresses, and logged.
[bookmark: _Toc230984848]5.5 Authorization inside the product
Inside a customer tenant, two role levels are supported by default: tenant administrator and tenant member. Tenant-administrator-only pages are guarded by middleware on every request. Plan-based feature gates are evaluated against the tenant's entitlement record at request time.
[bookmark: _Toc230984849]6. Customer data handling
[bookmark: _Toc230984850]6.1 Data sovereignty model
	Privacy-by-design
Olyteck Cyber is designed so that the detailed evidence behind a finding remains in the administrator's browser session whenever feasible. Only summary counts and finding metadata required to display dashboards, drive alerts, and produce trend reports are persisted on the server.


[bookmark: _Toc230984851]6.2 Categories of data we process
	Category
	What we process
	Storage

	Account data
	Microsoft Entra user identifier, e-mail address, display name, tenant identifier, last sign-in time.
	Server-side database.

	Tenant configuration
	Selected plan, configured scan schedules, alert preferences, audit log of administrative actions in the product.
	Server-side database.

	Finding summary data
	Aggregate counts per check, severity, identifiers needed to deduplicate findings across runs, timestamps.
	Server-side database.

	Finding evidence
	Detailed lists such as users without MFA or files with anonymous links.
	Customer browser (IndexedDB) by default; never persisted server-side except as opaque counts.

	Billing data
	Stripe customer identifier, invoice metadata, plan identifier. We do not store payment card data.
	Server-side database; cards held by Stripe.

	Operational logs
	Request metadata (timestamp, route, response status), IP address, user agent.
	Application log files, 90-day retention.


[bookmark: _Toc230984852]6.3 Data we do not process
1. Microsoft 365 message bodies, file contents, or attachments. The scanner reads configuration and permission metadata, not document content.
1. Payment card numbers, CVC, or expiry dates. These are entered directly into Stripe's hosted forms.
1. Special-category personal data (health, biometric, religious, political). Customers are contractually instructed not to upload such data.
[bookmark: _Toc230984853]6.4 Data retention
	Account data
	Active for the life of the account, plus 30 days after deletion.

	Finding summary data
	Default 180 days; configurable per plan.

	Operational logs
	90 days.

	Backups
	30-day rolling window.

	Billing records
	Retained for the period required by French and EU tax and accounting law.


[bookmark: _Toc230984854]6.5 Data deletion and portability
Customers can request deletion of their account and tenant data by contacting support. Deletion is completed within 30 days of confirmation. A machine-readable export of tenant configuration and finding summaries is available on request to satisfy data portability obligations under the GDPR.
[bookmark: _Toc230984855]7. Encryption
	In transit (public)
	TLS 1.2 or higher with modern cipher suites; valid certificates from a public certificate authority; HTTP Strict Transport Security enabled.

	In transit (internal)
	Encrypted within the cloud provider's network where available; restricted to private interfaces otherwise.

	At rest (application database)
	AES-256 disk encryption or provider-managed equivalent.

	At rest (backups)
	Encrypted before leaving the application server; stored in encrypted object storage.

	Secrets
	Stored outside the document root, restricted to the application's operating-system user, never committed to source control.

	Password storage
	Where local passwords exist, they are stored using bcrypt with an appropriate work factor. End users sign in with Microsoft Entra ID, so no local password store is used for primary authentication.


[bookmark: _Toc230984856]8. Application security
[bookmark: _Toc230984857]8.1 Secure coding practices
1. Server-side input validation and output encoding on every user-controlled value.
1. Parameterised SQL statements throughout the data access layer; ORM-style helpers used to avoid string-concatenated SQL.
1. CSRF tokens on every state-changing request.
1. Session identifiers regenerated on authentication; secure, HTTP-only and SameSite cookie attributes set.
1. Defence against the OWASP Top 10, including broken access control, injection, security misconfiguration, vulnerable and outdated components, and insufficient logging.
[bookmark: _Toc230984858]8.2 Web tier hardening
1. Restrictive HTTP response headers including Content-Security-Policy, X-Frame-Options, X-Content-Type-Options, and Referrer-Policy.
1. Application source directories outside the public document root; the public root exposes only the front controller and static assets.
1. PHP open_basedir scoped to the vhost; configuration files and secrets are not reachable from the public web.
1. Rate limiting and abuse detection on authentication endpoints; account-lockout on repeated failed sign-ins.
[bookmark: _Toc230984859]8.3 Stripe webhooks
Inbound webhook calls from Stripe are verified by HMAC signature on every request. Each event is processed exactly once using an idempotency table that records the Stripe event identifier and a content hash. Replay attempts are silently ignored.
[bookmark: _Toc230984860]8.4 Dependency management
Third-party dependencies are tracked, version-pinned, and reviewed for known vulnerabilities. Updates are applied on a regular cadence and out of band for critical security advisories.
[bookmark: _Toc230984861]8.5 Penetration testing and vulnerability scanning
We perform regular internal review of the application and infrastructure. External penetration testing is performed on a periodic basis and prior to major releases. A summary of the most recent test, with sensitive findings redacted, is available to qualified prospects and customers under an executed non-disclosure agreement.
[bookmark: _Toc230984862]9. Secure software development lifecycle
1. Source code is held in a private repository with branch protection and reviewed pull-requests for production branches.
1. Secrets are never committed to source control; environment-based secret injection is used.
1. Continuous integration runs automated checks before changes can be merged.
1. Releases follow a documented change-management process: code review, staged rollout, verification, and rollback plan.
1. Developer workstations are encrypted, password-protected, and authenticated to corporate accounts that enforce multi-factor authentication.
[bookmark: _Toc230984863]10. Logging, monitoring, and audit
[bookmark: _Toc230984864]10.1 Application audit log
Tenant-administrator actions inside the product, including changes to scan schedules, alert configuration, plan changes, and user role changes, are recorded in an immutable audit log keyed by tenant. The log is queryable by tenant administrators within the retention window.
[bookmark: _Toc230984865]10.2 Infrastructure logging
1. Web server access and error logs.
1. Application logs (request route, timing, error context, anonymised identifiers).
1. Authentication events: successful sign-ins, failed sign-ins, account lockouts.
1. Background worker heartbeats and per-job outcome records.
[bookmark: _Toc230984866]10.3 Monitoring and alerting
Liveness of the web tier, database, and background workers is monitored continuously. On-call operators are alerted to outages and to anomalous patterns. Internal dashboards track error rates, scan throughput, and queue depth.
[bookmark: _Toc230984867]11. Backup, disaster recovery, and business continuity
[bookmark: _Toc230984868]11.1 Backups
	Scope
	Application database, application configuration, generated reports.

	Frequency
	Daily full backup; configuration changes captured continuously through infrastructure-as-code.

	Retention
	Rolling 30 days by default; longer retention available on enterprise plans.

	Storage
	Encrypted object storage in the European Union.

	Restore testing
	Restore exercises are performed on a periodic basis.


[bookmark: _Toc230984869]11.2 Business continuity
Recovery time and recovery point objectives are agreed on a per-customer basis where required. The combination of daily encrypted backups, infrastructure-as-code provisioning, and a known-good cloud-provider failover region allows the platform to be rebuilt in a separate region within hours of a confirmed major incident. Detailed continuity testing results are shared under NDA on request.
[bookmark: _Toc230984870]12. Vulnerability management
1. Operating-system packages are kept current on a regular patching cadence; critical advisories are applied out of band.
1. Third-party libraries are tracked for known vulnerabilities; affected versions are upgraded promptly.
1. A responsible disclosure address is published for the public to report suspected vulnerabilities.
1. Findings are triaged by severity using a standard scoring framework and remediated according to documented service levels.
[bookmark: _Toc230984871]13. Incident response
[bookmark: _Toc230984872]13.1 Process
We operate a documented incident-response process covering detection, containment, eradication, recovery, and post-incident review. On-call coverage is maintained at all times for production-affecting events. Responder roles, escalation paths, and customer-communication templates are predefined.
[bookmark: _Toc230984873]13.2 Customer notification
Where an incident affects the confidentiality, integrity, or availability of customer personal data, we notify affected customers without undue delay and within 72 hours of confirmation, in line with GDPR Article 33. Notifications include the nature of the incident, categories and approximate volume of data affected, likely consequences, and the measures taken or proposed in response.
[bookmark: _Toc230984874]13.3 Reporting suspected issues
Customers and third parties can report a suspected security issue to support@olyteck.com. We acknowledge receipt promptly and engage a responder.
[bookmark: _Toc230984875]14. Personnel and operational security
1. All staff with access to production sign confidentiality and acceptable-use commitments.
1. Security awareness guidance is provided on hire and refreshed periodically.
1. Access to production is granted on the principle of least privilege and revoked on role change or departure.
1. Workstations used to administer the platform are encrypted, password-protected, and authenticated to accounts that enforce multi-factor authentication.
1. Operator access to production servers requires SSH keys; password-based SSH and root login over SSH are disabled.
[bookmark: _Toc230984876]15. Sub-processors
Olyteck Cyber relies on a small number of carefully selected sub-processors. Each is bound by a written agreement that imposes data-protection obligations equivalent to those we accept toward our customers.
	Sub-processor
	Service provided
	Region

	Microsoft Corporation
	Microsoft Entra ID authentication and Microsoft Graph (the customer's own Microsoft 365 tenant).
	Customer-controlled

	Cloud hosting provider (EU)
	Infrastructure-as-a-service hosting of the application, database, and backups.
	European Union

	Stripe Payments Europe, Ltd.
	Card payment processing and subscription billing.
	European Union / Ireland

	Microsoft 365 (Exchange Online)
	Transactional and notification e-mail delivery from Olyteck.
	European Union

	Cloudflare, Inc.
	DNS and edge protection for the public marketing surface.
	Global


An up-to-date list of sub-processors is available on request. Customers receive prior notice of any material change to the sub-processor list as set out in the data processing agreement.
[bookmark: _Toc230984877]16. Compliance, privacy, and certifications
[bookmark: _Toc230984878]16.1 GDPR
Olyteck acts as a data processor for customer personal data uploaded or processed in the course of using the product, and as a data controller for limited administrative data (sign-in identifiers, billing records, support correspondence). A data processing agreement is offered to customers and is incorporated by reference into the standard terms.
[bookmark: _Toc230984879]16.2 International transfers
Where any sub-processor operates outside the European Economic Area, transfers are governed by the European Commission's Standard Contractual Clauses and, where applicable, by the EU-US Data Privacy Framework, supported by technical safeguards including encryption in transit and access control.
[bookmark: _Toc230984880]16.3 Certifications
Olyteck Cyber is not currently audited under SOC 2 or ISO 27001. The product's hosting infrastructure is provided by a cloud provider that is itself ISO 27001 and SOC 2 certified, and our security controls are designed to align with the principles of those frameworks. Customers requiring an attested audit report should engage with us during procurement to discuss roadmap and timing.
[bookmark: _Toc230984881]16.4 Alignment to common frameworks
Our controls are designed to align with widely used industry frameworks, including the OWASP Application Security Verification Standard, the CIS Critical Security Controls, and the relevant articles of GDPR. Mapping documents are available on request.
[bookmark: _Toc230984882]17. Shared responsibility
Security in a SaaS product is a shared responsibility. The table below summarises which party is accountable for which controls.
	Area
	Olyteck Cyber
	Customer

	Physical security of data centres
	Yes (via cloud provider)
	No

	Application security and patching
	Yes
	No

	Microsoft 365 identity and MFA policy
	No (we read posture)
	Yes

	Granting and revoking admin consent
	No
	Yes

	Decisions to remediate findings
	No (we recommend)
	Yes

	Choice of who in the tenant can sign in
	No
	Yes

	Encryption of data on the customer's endpoints
	No
	Yes


[bookmark: _Toc230984883]18. Support, status, and service levels
	Support channel
	support@olyteck.com (e-mail). Premium customers receive direct contact details for an account engineer.

	Support hours
	European business hours, Monday to Friday. Out-of-hours coverage is provided for production-affecting incidents.

	Service availability target
	Designed for high availability; specific service-level commitments are offered on enterprise contracts.

	Planned maintenance
	Announced in advance via e-mail and the in-app banner.

	Status page
	Available on request and via the customer portal.


[bookmark: _Toc230984884]19. Frequently asked questions
Is the product hosted in the European Union?
Yes. Production hosting and backups are in the European Union.
Does Olyteck store the contents of our SharePoint, OneDrive, or e-mail items?
No. The scanner reads configuration and permission metadata via Microsoft Graph. Document contents and e-mail bodies are not retrieved or stored.
What Microsoft Graph permissions are required?
Sign-in delegated scopes (openid, profile, email, offline_access, User.Read) and a set of admin-consented permissions sufficient to read posture across the modules listed in section 1.2. The full list is presented to the tenant administrator on consent and is shaped to the minimum required.
Can a customer revoke our access at any time?
Yes. A tenant administrator can revoke the scanner application's consent in the Microsoft 365 admin centre, which immediately terminates our ability to call Microsoft Graph for that tenant.
Do you write back to our Microsoft 365 tenant?
Default scanning operations are read-only. Any optional remediation workflow is opt-in and clearly identified in the user interface and the consent prompt.
How are payment cards processed?
Payment is handled entirely by Stripe through their hosted checkout. Card data does not touch our servers.
How long do you retain customer data after termination?
Account and tenant data are deleted within 30 days of termination, except billing records that we are required to retain under French and EU accounting law.
Do you train AI on our data?
No. We do not use customer data to train artificial intelligence models.
Is multi-factor authentication enforced for sign-in?
Sign-in is delegated to Microsoft Entra ID, so the customer's own multi-factor authentication and Conditional Access policies are enforced.
Do you provide a SOC 2 or ISO 27001 report?
Not at this time. Our hosting provider holds these certifications. Roadmap items can be discussed during procurement.
Can we receive a copy of the latest penetration test?
A redacted summary is available to qualified prospects and customers under an executed non-disclosure agreement.
Where can we report a suspected vulnerability?
support@olyteck.com. Reports are triaged promptly.
Do you allow customers to perform a penetration test against your environment?
Customer-led testing against the production environment is not permitted by default. Coordinated assessments can be arranged under contract.
Is your data processing agreement available?
Yes. A standard data processing agreement, including EU Standard Contractual Clauses, is offered with the order form.
Do you sub-process to any provider outside the European Economic Area?
Cloudflare provides DNS and edge protection for the public marketing surface. International transfers are covered by Standard Contractual Clauses and additional technical safeguards.
[bookmark: _Toc230984885]20. Contacts
	Sales
	hello@olyteck.com

	Support and security
	support@olyteck.com

	Product URL
	https://cyber.olyteck.com

	Legal and privacy
	https://cyber.olyteck.com/policy/privacy and /policy/terms
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