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Olyteck Cyber
Cybersecurity for Microsoft 365

P R I V A C Y  ·  C O M P L I A N C E

GDPR Compliance One-Pager
How Olyteck Cyber satisfies the EU General Data Protection Regulation - article-by-article.

Status Olyteck Cyber is GDPR-compliant

Olyteck's role Processor for tenant data; Controller for limited admin and billing data

Data residency European Union only (France, with EU failover)

Contact support@olyteck.com

Version 1.0 - 29 May 2026

Principles (GDPR Article 5)
Principle How we satisfy it

Lawfulness, fairness, transparency (Art. 
5(1)(a))

Lawful basis: contract performance (Art. 6(1)(b)); legitimate interest for security (Art. 
6(1)(f)). Privacy policy and DPA published.

Purpose limitation (Art. 5(1)(b)) Data used only to operate Olyteck Cyber for the customer. Never sold; never used to 
train AI models.

Data minimisation (Art. 5(1)(c)) We process metadata only - never file contents or e-mail bodies. Detailed evidence 
stays in the customer's browser.

Accuracy (Art. 5(1)(d)) Configuration is read directly from Microsoft Graph on each scan. Stale data is 
overwritten on re-scan.

Storage limitation (Art. 5(1)(e)) Documented retention windows - findings 180 days default; logs 90 days; deletion 
within 30 days of termination.

Integrity and confidentiality (Art. 5(1)(f)) TLS in transit; AES-256 at rest; least-privilege access; documented incident response.

Accountability (Art. 5(2)) InfoSec Policy, S-SDLC, risk register, audit log, documented controls - available to 
customers.
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Data-subject rights (Articles 12-22)
Olyteck assists the customer (as controller) in responding to data-subject rights requests covering 

access, rectification, erasure, restriction, portability, and objection. The product surfaces the relevant 

data points; the customer issues the response. Operational support is provided through 

support@olyteck.com.

International transfers (Chapter V)
Application data and backups stay in the European Union. Where a sub-processor operates outside the 

European Economic Area, transfers are governed by Standard Contractual Clauses (Decision 2021/914) 

and, where applicable, the EU-US Data Privacy Framework, supported by encryption and access control.

Breach notification (Article 33)
Olyteck operates a documented incident-response process and notifies affected customers of personal-

data incidents without undue delay and within 72 hours of confirmation.

Records of processing (Article 30)
Olyteck maintains a record of processing activities covering categories of personal data, categories of 

recipients, retention periods, and applicable safeguards. An excerpt is available to customers on 

request.

Sub-processors (Article 28)
Each sub-processor is bound by a written agreement imposing GDPR-equivalent obligations. The current 

list is published at cyber.olyteck.com/trust and customers are notified 30 days in advance of any 

material change.

Issued as-is
This compliance statement is issued by Olyteck and may be relied upon as-is during prospect 
evaluation and procurement. A counter-signed copy is provided on customer request as part of the 
contracting paperwork.
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